TECH BULLETIN

How to Lower Security Settings on an Apple Mac® with
M-Series Silicon In Order to Load ATTO Drivers in macOS®

Apple® M-Series Silicon products have a security setting that will disable third party kernel extension (kext)
drivers by default. This setting needs to be changed within the Mac’s Startup Security Utility to allow for
third party kext drivers to be installed. The setting should be changed from “Full Security” to “Reduced
Security” within the macOS Recovery Security Utility.

This applies to all Apple Mac products released after November 2020 when connecting any ATTO
Thunderbolt™ product, any host adapter installed in a third party Thunderbolt chassis or ATTO Xtend SAN™

iSCSI Initiator.
The first step is to Shut Down your Mac completely. Then hold down the power button and wait for the

Startup Options Window.

Once in Recovery Mode select
“Options” and ‘Continue”.
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Macintosh HD Options

Next, in the top left corner @ Recovery File Edit Utilities Window
of your screen select the |

“Utilities” drop down menu. Startup Security Utility [}
Then the “Startup Security e rminal ST

Utility” option. Share Disk...

-

The Power Behind the Storage +1.716.691.1999 | atto.com

03/04/22



This will present a new
window. Highlight
and select the system
to set the security
policy. Then click on
the “Security Policy...”
button.

From there you can
select the “Reduced
Security”and click
the “OK” button to
save your choice.
Then reboot back into
macOS.

Startup Security Utility

Select the system you want to use to set the security policy
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Security Policy for “Macintosh HD™:

@ Full Security

Ensures that only your current OS, or signed operating system software currently trusted by
Apple, can run. This mode requires a network connection at software installation time.

® Reduced Security

Allows any version of signed operating system software ever trusted by Apple to run.

¥ Allow user management of kernel extensions from identified developers

« Allow remote management of kernel extensions and automatic software updates

These steps must be taken to install any drivers for all ATTO devices, including ATTO Xtend SAN on Apple
M-Series Silicon products. Upon reboot back into macOS you will now be able to install and load the drivers

or ATTO software.

Please contact ATTO Technical Support if you need assistance.
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